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-- LALUM: Supabase security audit (read only)

-- Paste into the Supabase SQL Editor and run. It changes nothing: one SELECT.

-- Checks (severity in brackets):

-- 1 Tables in public with Row Level Security off

Policies open to everyone (USING/CHECK true) for anon or PUBLIC
SECURITY DEFINER functions callable by anon or PUBLIC

Views that bypass RLS (not security invoker) and are readable
Public storage buckets

Policies open to every signed in user (USING/CHECK true)
Anonymous write policies with no identity check

SECURITY DEFINER functions with no search path pinned

SECURITY DEFINER functions for signed in users, no guard found
Tables with RLS on and no policy; policies for PUBLIC that

-- call an auth helper (fail for anon, so only a naming nit)

-- 11 Extensions installed in public

'
'
O 00 N O Ul A W N

'
'

=

[<)

[CRITICAL]
[HIGH]
[HIGH]
[HIGH]
[HIGH]
[MEDIUM]
[MEDIUM]
[MEDIUM]
[REVIEW]
[INFO]

[LOW]

-- Reading the result: every row is a lead, not a verdict. Row 6 and row 9 need a
-- human to decide whether the open access is intended (a public price list is;
-- an internal playbook is not). Row 9 is a heuristic: it looks for a call to an
-- auth or role helper inside the function body. Edit guard pattern below to the
-- names of your own helpers. A match does not prove the check is correct, and a

-- miss does not prove it is missing.

with
settings as (
select '(auth\.(uid]|jwt|role)\

(| is admin| my role| my firm id| mgr ok| fin can| is partner of| is staff on| can view matter| client can|

~matter firm| admin ok| mfa ok)'::text as guard pattern



)y
tbl as (
select c.oid, c.relname, c.relrowsecurity as rls
from pg class ¢
join pg namespace n on n.oid = c.relnamespace
where n.nspname = 'public' and c.relkind in (
)y
pol as (
select schemaname, tablename, policyname, permissive, cmd,
roles::text[] as roles,
lower(btrim(coalesce(qual, ''))) as q,
lower(btrim(coalesce(with check, ''))) as wc
from pg policies
where schemaname in ('public', 'storage')
),
findings as (
select 1 as rank, 'CRITICAL' as severity, 'RLS disabled' as category,
'public.' || relname as object,
'Row Level Security is off: anyone holding the anon key can read and write, per the table grants.'
as detail,
'"ALTER TABLE public.' || quote ident(relname) || ' ENABLE ROW LEVEL SECURITY;' as fix
from tbl where not rls

|r.|, |p|)

union all
select 2, 'HIGH', 'Open policy for anon or PUBLIC',
schemaname || '.' || tablename,
'policy "' || policyname || '" ' || cmd || ' to {' || array to string(roles, ',') || '} using [
[l a [l "1 check [" || wc [ "1",
'Replace true with an ownership or tenant condition, or drop the policy.'
from pol
where permissive = 'PERMISSIVE' and (q = 'true' or wc = 'true') and roles && array['public', 'anon']
union all

select 2, 'HIGH', 'SECURITY DEFINER callable by anon or PUBLIC',
p.oid::regprocedure::text,
'Any visitor can call this function and it runs with its owner''s rights.',

'REVOKE EXECUTE ON FUNCTION ' || p.oid::regprocedure::text || ' FROM PUBLIC, anon;
from pg proc p
where p.pronamespace = 'public'::regnamespace and p.prosecdef

and has_function privilege('anon', p.oid, 'execute')

union all
select 2, 'HIGH', 'View bypasses RLS',
'public.' || c.relname,
case c.relkind when 'm' then 'Materialized views are not subject to RLS.' else 'View runs with its
owner''s rights (' || pg _get userbyid(c.relowner) || ') and ignores the caller''s RLS.' end,
case c.relkind when 'm' then 'REVOKE SELECT ON public.' || quote_ident(c.relname) || ' FROM anon,
authenticated;'
else 'ALTER VIEW public.' || quote_ident(c.relname) || ' SET (security invoker =
true);"' end
from pg class ¢
where c.relnamespace = 'public'::regnamespace and c.relkind in ('v', 'm')
and not exists (select 1 from unnest(coalesce(c.reloptions, '{}')) o where o ~ '“security invoker=

(truejon|1)$"')
and (has table privilege('anon', c.oid, 'select') or has table privilege('authenticated', c.oid,
'select'))

union all
select 2, 'HIGH', 'Public storage bucket', 'storage.' || id,
'Files in this bucket are readable by URL without any signature.',
"UPDATE storage.buckets SET public = false WHERE id = ' || quote literal(id) || ';

from storage.buckets where public

union all
select 3, 'MEDIUM', 'Open policy for every signed in user',



schemaname || '.' || tablename,
'policy "' || policyname || '™ ' || cmd || ' to {' || array_to string(roles, ',') || '} using [
[l g [l '] check [' [] we [| "]",
'If sign-up is open this means any stranger. Restrict to a role or tenant, unless the data is
meant to be public.'
from pol
where permissive = 'PERMISSIVE' and (q = 'true' or wc = 'true')
and roles && array['authenticated'] and not (roles && array['public', 'anon'l])

union all
select 3, 'MEDIUM', 'Anonymous write policy, no identity check',
pl.schemaname || '.' || pl.tablename,
'policy "' || pl.policyname || '" ' || pl.cmd || ' to {' || array to string(pl.roles, ',') || '}
using [ || pl.q || '] check [' || pl.wc || ']',

'A visitor with no account may write here. Confirm it is meant to, and that the check limits
what.'
from pol pl, settings s
where pl.permissive = 'PERMISSIVE' and pl.cmd in ('INSERT', 'UPDATE', 'DELETE', 'ALL")

and pl.roles && array['public', 'anon'] and not (pl.q = 'true' or pl.wc = 'true')
and (pl.q || " ' || pl.wc) !'~* s.guard pattern
union all
select 5, 'INFO', 'Policy applies to PUBLIC but requires an identity',
pl.schemaname || '.' || pl.tablename,
'policy "' || pl.policyname || '" ' || pl.cmd || ' has no TO clause, so it covers PUBLIC, but its

condition calls an auth or role helper and fails for anon.',
'Optional: add TO authenticated so the intent is explicit.'
from pol pl, settings s
where pl.permissive = 'PERMISSIVE' and pl.cmd in ('INSERT', 'UPDATE', 'DELETE', 'ALL")

and pl.roles && array['public', 'anon'] and not (pl.q = 'true' or pl.wc = 'true')
and (pl.q || " " || pl.wc) ~* s.guard pattern
union all

select 3, 'MEDIUM', 'SECURITY DEFINER without a pinned search path',
p.oid::regprocedure::text,
'A mutable search path lets a caller shadow objects the function relies on.',

'"ALTER FUNCTION ' || p.oid::regprocedure::text || ' SET search path = public, pg temp;
from pg proc p
where p.pronamespace = 'public'::regnamespace and p.prosecdef

and not exists (select 1 from unnest(coalesce(p.proconfig, '{}')) cfg where cfg like 'search path=%')

union all
select 4, 'REVIEW', 'SECURITY DEFINER for signed in users, no guard found',
p.oid::regprocedure::text,
'Callable by any signed in user and no call to an auth or role helper was found in the body
(heuristic).',
'Read the function. Add an explicit check on auth.uid() or a role, or revoke EXECUTE from
authenticated.'
from pg proc p, settings s
where p.pronamespace = 'public'::regnamespace and p.prosecdef
and has function privilege('authenticated', p.oid, 'execute')
and not has function privilege('anon', p.oid, 'execute')
and pg get functiondef(p.oid) !~* s.guard pattern

union all

select 5, 'INFO', 'RLS on, no policy', 'public.' || t.relname,
'Deny all for the API roles. Correct if only server code with the service role reads this table.',
'None needed if intended.'

from tbl t

where t.rls and not exists (select 1 from pg policies pp where pp.schemaname = 'public' and pp.tablename
= t.relname)

union all

select 6, 'LOW', 'Extension in public', e.extname,

'Extensions in public widen the API surface.',



"ALTER EXTENSION ' || quote ident(e.extname) || ' SET SCHEMA extensions;
from pg extension e join pg namespace n on n.oid = e.extnamespace
where n.nspname = 'public'

)

select severity, category, object, detail, fix
from findings

order by rank, category, object;
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-- A private bucket with an owner folder. Replace the bucket id and the types.
insert into storage.buckets (id, name, public, file size limit, allowed mime types)
values ('client-documents', 'client-documents', false, 10485760,
array['application/pdf', 'image/jpeg', 'image/png'l)
on conflict (id) do update
set public = false,
file size limit = excluded.file_size limit,
allowed mime types = excluded.allowed mime types;

-- The first folder of every object path is the owner's user id.
create policy "documents: read own" on storage.objects
for select to authenticated
using (bucket id = 'client-documents'
and (storage.foldername(name))[1l] = (select auth.uid())::text);

create policy "documents: upload to own folder" on storage.objects
for insert to authenticated
with check (bucket_ id = 'client-documents'
and (storage.foldername(name))[1] = (select auth.uid())::text);

create policy "documents: update own" on storage.objects
for update to authenticated
using (bucket id = 'client-documents'
and (storage.foldername(name))[1l] = (select auth.uid())::text)
with check (bucket id = 'client-documents'



and (storage.foldername(name))[1] = (select auth.uid())::text);

create policy "documents: delete own" on storage.objects
for delete to authenticated
using (bucket id = 'client-documents'
and (storage.foldername(name))[1l] = (select auth.uid())::text);
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// Sketch of the gate. Not deployed in LALUM. SCANNER URL is a ClamAV REST
// service that you operate, so the file never leaves your infrastructure.
const MAX BYTES = 10 * 1024 * 1024;

const MAGIC: Record<string, number[]> = {

"application/pdf": [0x25, 0x50, 0x44, 0x46],

"image/png": [0x89, 0x50, Ox4e, 0x47],

"image/jpeg": [0xff, Oxd8, Oxff],

}

class HttpError extends Error { constructor(public status: number) { super(String(status)); } }

async function cleanOrThrow(file: File): Promise<Uint8Array> {
if (file.size > MAX BYTES) throw new HttpError(413);
const buf = new Uint8Array(await file.arrayBuffer());
const sig = MAGIC[file.type]l;

if (!sig || !sig.every((b, i) => buf[i] === b)) throw new HttpError(415); // the declared type must match
the bytes

const r = await fetch(SCANNER URL, { method: "POST", body: buf, signal: AbortSignal.timeout(20 000) });

if (!r.ok) throw new HttpError(503); // scanner down: fail closed, store nothing

const verdict = await r.json(); // { infected: boolean }

if (verdict.infected !== false) throw new HttpError(422);

return buf;
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